Security Requirements for

(SRS)

Suppliers

Delivering trusted services is an integral part of our
corporate strategy. Using innovative services and
products as well as cooperating with professional
partners and suppliers, meeting our security
requirements is necessary to stay ahead in a
fastchanging industry.

It is our due diligence to protect our as well as our
client’s data, systems and applications with security
measures according to leading industry standards as it
is expected from an IT-provider, serving international
financial institution.

Managing supplier relationships in regard to security is
an important part of internal risk management
framework, a common praxis (e.g. 1ISO 27000 series,
NIST Cybersecurity Framework) and mandatory for
financial institutions (e.g. the EBA Guidelines on ICT
and security risk management dated 29 November
2019, § 25 and the Annex to § 25 of the Austrian
Banking Act, etc.), together further referred to as the
"Security Requirements".

The Security Requirements are derived from
established industry standards and based on best
practices, which can be expected from a service
provider in the financial sector.

Having regard to the above, the Vendor, Processor or
Partner (collectively referred to as “SUPPLIER”)
represents and warrants that it has made all necessary
due diligence and is familiar with and acknowledges
the Security Requirements and agrees to comply with
the Security Requirements in general, as well when (a)
accessing CUSTOMER facilities, Networks and/or
Information Systems, or (b) accessing, processing, or
storing CUSTOMER information/data, or (c) providing
infrastructure services and/or standard software,
developing software.

Whenever these SRS or any other requirements talk
Whenever the term "CUSTOMER" is used in this
Security Policy, it shall mean not only the respective
data (or systems, services, etc.) of R-IT SK, but also
those of its customers.

Additional security requirements may be specified in
individual agreements (e.g. SLA, statement of work).

The Slovak version is for information purpose only.
The English version shall prevail.

Bezpecnostné
dodavatel'ov (SRS)

poziadavky pre

Poskytovanie déveryhodnych sluzieb je neoddelitelnou
suCastou naSej firemnej stratégie. Vyuzivanie
inovativnych sluzieb a produktov a spolupraca s
profesionalnymi partnermi a dodavatelmi, ktori spifiaju
nase bezpecnostné poziadavky, s nevyhnutné na
dosiahnutie Uspechu v rychlo sa meniacom odvetvi.

NaSou povinnostou je chranit naSe udaje, systémy a
aplikacie, ako aj udaje naSich zakaznikov,
bezpelnostnymi opatreniami v sulade s poprednymi
priemyselnymi Standardmi, ako sa to ocakava od
poskytovatela IT pre medzinarodné finanéné institucie.
Riadenie vztahov s dodavatelmi z hladiska
bezpecnosti je dblezitou suCastou interného riadenia
rizik, beznou praxou (napr. ISO 27000, NIST
Cybersecurity Framework) a povinnou pre finan¢né
institucie (napr. usmernenia EBA o ICT a riadeni
bezpecnostnych rizik z 29. novembra 2019, paragraf
25 a priloha k paragrafu 25 rakiskeho zéakona o
bankach atd.), spoloCne dalej oznaCované ako
"bezpec&nostné poziadavky".

Bezpelnostné poziadavky si  odvodené od
zavedenych priemyselnych noriem a vychadzaju z
osved&enych postupov, ktoré mozno oc€akavat od
poskytovatela sluzieb vo finan€nom sektore.

Vzhladom na vySSie uvedené, Poskytovatel,
Spracovatel alebo Partner (dalej spolo¢ne len
"DODAVATEL") vyhlasuje a zaruduje, Ze vykonal
vSetky potrebné opatrenia, je oboznameny s
bezpecnostnymi poziadavkami a berie ich na vedomie
a zavazuje sa dodrziavat’ bezpecnostné poziadavky vo
vSeobecnosti pri (a) pristupe k zariadeniam, sietam
a/alebo informa&nym systémom ZAKAZNIKA alebo (b)
pristupe, spracovavni, uchovavani informacii/ udajov,
c) alebo pri poskytovani sluzby infrastruktury a/alebo
dodani Standardného softvéru, vyvoji softvéru.

Kedykolvek, ked v tychto SRS alebo akychkolvek
inych poZiadavkach je uvedeny pojem "ZAKAZNIK",
znamena to nielen prislusné udaje (alebo systémy,
sluzby atd.) spolo¢nosti R-IT SK, ale aj udaje jej
zékaznikov.

Dalie bezpe&nostné poziadavky moézu byt
Specifikované v jednotlivych dohodach (napr. SLA,
vykaz prace).

Slovenska verzia ma len informativny charakter.
Rozhodujuca je anglick& verzia.
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ICT Governance
Guidelines

The SUPPLIER maintains an information security
management system including a continuous
improvement process based on recognized industry
standards.

Information security policies, procedures, roles,
responsibilities, and accountabilities are defined in
accordance with SUPPLIER's business requirements,
relevant laws and regulations. Information security
policies are approved by management, published, and
communicated to employees and relevant external
parties.

The SUPPLIER regularly reviews its compliance to
established security policies, standards and any other
security requirements.

Risk Management

The SUPPLIER has a security risk management in
place. The SUPPLIER ensures that risks, which directly
or indirectly affect CUSTOMER services and/or data,
are assessed and mitigation measures are in place and
documented. Risks which directly or indirectly affect the
CUSTOMER must be reported on demand.

Contractual Agreement

The SUPPLIER must include responsibilities for
information security in contractual agreements with
their employees and contractors.

Background Checks

Background verification checks on candidates for
employment are carried out in accordance with relevant
laws and regulations. The level of verification performed
must be proportional to the risk associated with the
candidate's role.

Awareness Program

All employees of the SUPPLIER and, where relevant,
contractors receive awareness education and trainings
appropriate for their job function. Additionally, updates
of SUPPLIER's policies and procedures are
communicated to employees as well. All employees
must have adequate skills related to their roles and
responsibilities.

ICT Project and Change management
Asset Lifecycle

The SUPPLIER ensures that information security is an
integral part of information systems across their entire
lifecycle (acquisition to decommission of assets).

ICT Governance
Usmernenia

DODAVATEL musi udrziavat systém riadenia
bezpecnosti informacii, ktory zahffa proces neustaleho
zlepSovania zalozeny na uznavanych priemyselnych
normach.

Zasady a postupy informacénej bezpecnosti,

ulohy, zodpovednosti a povinnosti st stanovené v
sulade s obchodnymi poziadavkami DODAVATELA a
prislusnymi zakonmi a predpismi. Zasady informacnej
bezpecénosti schvaluje vedenie, su zverejnené a
oznamené zamestnancom a prislusnym externym
stranam.

DODAVATEL pravidelne overuje, & dodrZiava
stanovené bezpelnostné politiky, normy a vSetky
ostatné bezpecénostné poziadavky.

Riadenie rizik

DODAVATEL mé zavedené riadenie bezpeénostnych
rizik. DODAVATEL zabezpeéi, aby sa posudili rizika,
ktoré priamo alebo nepriamo ovplyviiuju sluzby a/alebo
Udaje ZAKAZNIKA, a aby sa zaviedli a zdokumentovali
opatrenia na ich zmiernenie. Rizika, ktoré priamo alebo
nepriamo ovplyviuju ZAKAZNIKA, musia byt na
poziadanie nahlasené.

Zmluvna dohoda

DODAVATELIA musia zahrnit zodpovednost za
bezpec&nost' informacii do zmluvnych dohéd so svojimi
zamestnancami a dodavatelmi.

Background -kontroly

Kontroly uchadzaov o zamestnanie sa vykonavaju v
sulade s prislusnymi zakonmi a predpismi. Rozsah
kontroly musi byt primerany riziku spojenému s ulohou
Ziadatela.

Program zvysSovania informovanosti

V$etci zamestnanci DODAVATELA a v pripade potreby
aj dodavatelia absolvuju Skolenie, ktoré zodpoveda ich
Ulohe. Okrem toho budd zamestnanci informovani aj o
aktualizaciach zasad a postupov DODAVATELA.
VSetci zamestnanci musia mat' potrebné vedomosti na
plnenie svojich povinnosti a zodpovednosti.

Riadenie projektov a zmien v oblasti ICT
Zivotny cyklus majetku

DODAVATEL zabezped&uje, aby bezpe&nost’ informacii
bola neoddelitelnou sucastou informacénych systémov
poc&as celého ich Zivotného cyklu (od nadobudnutia az
po vyradenie aktiv).
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The SUPPLIER ensures that provided software is
supported by operating systems and middleware (e.g.
Java) versions, which receive security updates and are
not end-of-life. The SUPPLIER provides regular, in time
security updates over the entire contract lifecycle.

Software Change Management

The SUPPLIER has formal change management and
secure software development lifecycle policies that also
define security related controls. Cybersecurity reviews
for new system designs or changes to systems, and
security testing prior to deployment must be part of the
processes. Changes are appropriately requested,
authorized, tested, and approved prior release to
production.

Secure Software Development Lifecycle

The SUPPLIER includes information security aspects in
the product documentation.

This documentation must contain instructions for the
configuration of the service and/or the environment in
order to ensure a secure operation. Developed
software must be tested in a controlled environment in
order to detect weaknesses before it is provided to the
CUSTOMER.

The SUPPLIER ensures that the software development
lifecycle contains appropriate security measures
(Secure Software Development Lifecycle). This
includes but is not limited to:

-Usage of internationally recognized secure software
development methods (including agile processes such
as Scrum, Kanban, etc.) as integral part of the secure
software development process

-Secure coding guidelines based on international
standards

-Integrity of source code is ensured
-Periodically carry out secure code reviews (Static
Application Security Testing and Dynamic Application
Security Testing)

-Vulnerability scanning which also includes used
thirdparty code and open source components (e.g.
libraries) -Penetration tests which are performed by an
independent third party

-Appropriate trainings for internal and external software
developers

Findings and known vulnerabilities are mitigated before
release to production.

DODAVATEL zabezpeéi, aby poskytnuty softvér bol
podporovany operaénymi systémami a middleware

(napr. Java), ktoré dostavaju  bezpecnostné
aktualizacie a nie sU zastarané. DODAVATEL
zabezpe€i pravidelné a vCasné bezpelnostné

aktualizacie poCas celej doby platnosti zmluvy.
Riadenie zmien softvéru

DODAVATEL musi mat formalne politiky pre riadenie
zmien a bezpecny zivotny cyklus vyvoja softvéru, ktoré
tiez Specifikuju kontroly suvisiace s bezpecénostou.
SuCastou  procesov musi byt  preskimanie
kybernetickej bezpecnosti novych navrhov systémov
alebo zmien systémov a testovanie bezpec¢nosti pred
nasadenim. Zmeny su pred uvedenim do vyroby
nalezite vyziadané, autorizované, testované a
schvélené.

Zivotny cyklus bezpeéného vyvoja softvéru

DODAVATEL zahrnie aspekty bezpe&nosti informéacii
do dokumentécie vyrobku.

Tato dokumentdcia musi obsahovat pokyny na
konfiguraciu  sluzby  al/alebo prostredia  na
zabezpecenie bezpec€nej prevadzky. Vyvinuty softvér
sa pred spristupnenim ZAKAZNIKOVI testuje v
kontrolovanom prostredi s ciefom odhalit’ zranitefnosti.

DODAVATEL zabezpegi, aby Zivotny cyklus vyvoja
softvéru obsahoval primerané bezpecnostné opatrenia
(Secure Software Development Lifecycle). To zahffa
okrem iného:

-Pouzivanie medzinarodne uznavanych bezpeénych
metodik vyvoja softvéru (vratane agilnych procesov, ako
su Scrum, Kanban atd'.) ako neoddelitelnu sucast
zabezpeceného vyvoja softvéru

-Bezpecné smernice pre kbédovanie zalozené na
medzinarodnych normach.

-je zarucena integrita zdrojového kddu

- Pravidelné vykonavanie bezpeé&nych revizii kodu
(statické a dynamické testy zabezpec€enia aplikacii)
-Skenovanie zranitefnosti, ktoré zahffla aj kody
pouzivané tretimi stranami a open source komponenty
(napr. kniznice)

-penetracné testy vykonané nezavislou tretou stranou
-Vhodné S$kolenia pre internych a externych vyvojarov
softvéru

Zistené a zname zranitelnosti
uvolnenim do produkcie.

sa opravuju pred
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Outsourcing
Sub-Outsourcing

The SUPPLIER has clear contractual agreements with
any SUB-SUPPLIERSs of services, in order to state their
responsibility for the security of CUSTOMER data they
process / store / transmit on behalf of the CUSTOMER.
The SUPPLIER ensures that security measures
implemented by the SUB-SUPPLIERS have at least the
same level as stated within this document and prime
contract. The SUPPLIER verifies the effectiveness of
the measures as part of their supplier management
process.

Information Security
Identity and Access Management

The SUPPLIER has access controls in place in order to
verify identities and restrict access to authorized users
only. Access rights are based on "need to know" and
"least privilege" principles. Additionally, the principle of
"separation of duties" is adhered to.

The SUPPLIER has implemented authentication
mechanisms to protect accesses to systems, according
to best practices which include but are not limited
to:password policies (minimum lengths, complexity,
avoiding re-use)

-unique user identification (generic and shared users are
avoided)

-secure storage / management / transmission of
credentials

SUPPLIER ensures that accounts which are used for
access over the internet are protected by strong
authentication = mechanisms  (e.g.  multi-factor
authentication).

The SUPPLIER has implemented strong controls for
privileged accounts (e.g. system administrators) by
means of strong authentication, limitation to a minimum
and closely supervised usage (e.g. multi-factor
authentication).

The SUPPLIER shall review the access rights of its staff
on regular intervals and shall change (i.e. restrict or
revoke) the access rights if necessary.

Outsourcing
Sub-Outsourcing

DODAVATEL musi mat jasné zmluvné dohody so
vSetkymi subdodavatelmi sluzieb s ciefom stanovit ich
zodpovednost za bezpeénost UDAJOV KLIENTA,
ktoré spracuvaju/uchovavaju/prenasajd v  mene
KLIENTA.

DODAVATEL zabezpedi, aby bezpe&nostné opatrenia
zavedené SUB-DODAVATELMI boli minimélne na
arovni uvedenej v tomto dokumente a v hlavnej zmiuve.
DODAVATEL overuje uginnost opatreni v ramci svojho
procesu riadenia dodavatelov.

Bezpeénost’ informacii
Identity and Access Management

DODAVATEL zaviedol kontroly pristupu na overenie
totoznosti a obmedzenie pristupu na opravnenych
pouzivatelov.

Pristupové prava su zaloZené na principoch "need to
know" a "least privilege." Okrem toho sa dodrziava
z4sada "separation of duties".

DODAVATEL zaviedol autentifikaéné mechanizmy na
ochranu pristupu do systémov v sulade s osvedCenymi
postupmi, ktoré zahffiaju okrem iného tieto prvky
-Zasady pouzivania hesiel (minimalna dizka, zlozZitost,
zamedzenie opakovaného pouzivania).

-jedine¢na identifikacia pouzivatela (vyhybame sa
vSeobecnym a zdiefanym pouzivatelom)

-Bezpectné ukladanie/spravu/prenos povereni.

DODAVATEL zabezpe&i, aby G&ty pouzivané na
pristup cez internet boli chranené  silnymi
autentifikaénymi mechanizmami (napr. viacfaktorova
autentifikacia).

DODAVATEL zaviedol prisne kontroly privilegovanych
uctov (napr. spravcov systému) prostrednictvom silnej
autentifikacie, obmedzenia na minimum a prisne
monitorovaného pouzivania (napr. viacfaktorova
autentifikacia).

DODAVATEL v pravidelnych intervaloch preskima
pristupové prava svojich zamestnancov a v pripade
potreby ich upravi (t. j. obmedzi/zrusi).

Raiffeisen Informatik SK s.r.o Security Requirements for Suppliers (SRS), effective from December, 1st 2021



Patch Management

The SUPPLIER periodically analyzes systems
(Operating systems, applications, network
components) for known vulnerabilities. Patches are
applied in a consistent, standardized manner and
prioritized based on criticality. If the root cause of
vulnerabilities could not be mitigated within reasonable
time, alternative risk mitigation measures must be
implemented until the root cause is remedied.

The SUPPLIER has implemented an emergency change
process.

Network Security

The SUPPLIER has implemented and maintained
network security infrastructure components such as

firewalls, intrusion detection/prevention systems
(IDS/IPS) and other security controls, providing
detection, continuous monitoring, and restrictive

network traffic flow to assist in limiting the impact of
attacks. Systems with a higher risk level (e.g. externally
exposed) must have stricter measures in place.

The SUPPLIER ensures that a formal remote access
policy is in place.

The SUPPLIER ensures segregation and segmentation
of the environments according to industry standards,
when:

(1)  environments are shared with other customers;
and/or
(2) SUPPLIER implements test, quality and

production environments.
Encryption

The SUPPLIER ensures an appropriate level of
protection of data confidentiality. The SUPPLIER must
also consider specific measures for data in transit, data
in memory and data at rest, such as the use of
encryption technologies in combination with an
appropriate  key management architecture. The
encryption is compliant to leading standards and
guidelines or equivalent (e.g. National Institute of
Standards and Technology - NIST).

The SUPPLIER protects mobile devices and external
electronic media (e.g. USB memory storage, tape)
against unauthorized access, through adequate
physical and logical security measures. Data-at-rest
encryption on these devices must be enforced.

Patch Management

DODAVATEL pravidelne analyzuje systémy
(operagné systémy, aplikacie, sietové komponenty) na
zname zranitefnosti. Zaplaty sa aplikuju
konzistentnym, S&tandardizovanym spbsobom a su
prioritizované podla ich kritickosti. Ak sa hlavnu pri€inu
zranitelnosti nepodarilo odstranit v primeranom ¢ase,
musia sa zaviest alternativne opatrenia na zmiernenie
rizika, kym sa hlavna pri¢ina neodstrani.
DODAVATEL zaviedol proces nidzovych zmien.

Zabezpecenie siete
DODAVATEL implementoval a udrziava komponenty
sietovej bezpecnostnej infrastruktury, ako su
firewally, systémy na detekciu/prevenciu narusenia
(IDS/IPS) a iné bezpecnostné kontroly, ktoré
zabezpecuju detekciu, nepretrzité monitorovanie a
obmedzovanie toku sietovej prevadzky s cielom
poméct obmedzit vplyv Gtokov. Pre systémy s
vySSou uroviou rizika (napr. externe vystavené)
musia mat zavedené prisnejSie opatrenia.

DODAVATEL zabezpeéi, aby bola zavedena formalna
politika vzdialeného pristupu.

DODAVATEL zabezpedi segregéciu a segmentaciu
prostredi podla priemyselnych noriem, ked:

(1) prostredia su zdielané s inymi

z&kaznikmi; a/alebo

(2) DODAVATEL implementuje testovacie, kvalitativne
a vyrobné prostredie.

Sifrovanie

DODAVATEL zabezpegi primerant ochranu dévernosti
udajov. DODAVATEL zvazi aj osobitné opatrenia pre
Udaje pri prenose a v nestalom a trvalom ulozisku, ako
napriklad pouzivanie Sifrovacich technolégii v
kombinacii s vhodnou architekturou spravy klucov.
Sifrovanie je v stlade s poprednymi normami a
usmerneniami alebo ekvivalentnymi normami (napr.
Narodny institat pre Standardy a technolégie - NIST).

DODAVATEL ochrani mobilné zariadenia a externé
elektronické média (napr. USB pamat, pasky) pred
neopravnenym pristupom prostrednictvom vhodnych
fyzickych a logickych bezpeénostnych opatreni.
bezpecnostné opatrenia proti neopravnenému pristupu.
Musi sa zabezpedit Sifrovanie udajov uloZzenych v
tychto zariadeniach.
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Malware Protection

The SUPPLIER protects servers and endpoints with
proper Malware protection which is kept up to date. The
software must detect if anti-virus/malware software on
devices has been disabled or not receiving regular
updates.

Security Testing, Monitoring & Reporting

The SUPPLIER has appropriate security measures (in
particular related to cyber threats) for data, applications
and systems.

The  SUPPLIER  periodically  evaluates the
effectiveness of security measures related to known
cyber threats and frauds as well as respective models
(e.g. based on up-to-date threat catalogues like
National Institute of Standards and Technology,
Bundesamt fir Sicherheit in der Informationstechnik).

The SUPPLIER has periodic plans and executes
Vulnerability Assessments and Penetration Tests on
systems used to provide service to the CUSTOMER.
Penetration Tests on these systems have to be
conducted in the following manner:

Ochrana pred Skodlivym softvérom

DODAVATEL je povinny chranit servery a koncové
zariadenia primeranou ochranou proti Skodlivému
softvéru, ktora musi byt vzdy aktualizovana. Softvér
zistuje, ¢&i je antivirusovy/malvérovy softvér v
zariadeniach vypnuty alebo ¢&i nie je pravidelne
aktualizovany.
Testovanie bezpeénosti, monitorovanie a
podavanie sprav
DODAVATEL mé primerané bezpe&nostné opatrenia
(najma s ohladom na kybernetické hrozby) pre Gdaje,
aplikacie a systémy.
DODAVATEL pravidelne vyhodnocuje uginnost
bezpenostnych opatreni s ohfadom na zname
kybernetické hrozby a pripady podvodov, ako aj
zodpovedajuce modely (napr. na zaklade aktualnych
katalégov hrozieb, ako je Narodny institut pre
Standardy a technoldgie, Spolkovy Urad pre informacnu
bezpecnost).
DODAVATEL pravidelne planuje a vykonava posudenie
zranitelnosti a penetracné testy systémov pouzivanych
na poskytovanie sluzieb ZAKAZNIKOVI. Penetratné
testy tychto systémov sa musia vykonavat nasledujicim
spbsobom:

(2) at least once a year (1) aspon raz ro¢ne

(2) in case of a major release/updates of(2) v pripade  vyznamnej verzie/aktualizacie
applications/software/information services aplikacii/softvéru/informacnych sluzieb.

(3) Penetration tests are carried out by testers with(3) Penetratné testovanie vykonavaju testeri s

sufficient knowledge, skills, and expertise and who were dostatoénymi znalostami, zru¢nostami a skdsenostami,
not involved in the development of the security measures. ktori sa nepodiefali na vyvoji bezpecnostnych opatreni.

The discovered vulnerabilities and the findings must be
managed appropriately: Analysis, classification and
remediation. Mitigation actions must be performed
according to their criticality in a timely manner.

The SUPPLIER must provide summary result reports of
Vulnerability Assessments and/or Penetration Tests on
demand.

The SUPPLIER ensures that security issues identified
and reported by the CUSTOMER are resolved within a
reasonable timeframe.

The CUSTOMER reserves the right to perform security
assessments to verify compliance with here listed
requirements. The CUSTOMER notifies the SUPPLIER
in advance and ensures the audit is performed during
normal business hours, and with minimal disruption to
the SUPPLIER's business operations. Upon request, the
SUPPLIER must confirm, in writing, the SUPPLIER's
compliance with the requirements of here listed
requirements and provide written responses to any
questions that the CUSTOMER presents to the
SUPPLIER regarding its security practices.

Zistené zranitelnosti a ich vysledky sa primerane
spravuju: Analyza, klasifikacia a naprava.

Népravné opatrenia sa musia vykonat v€as v sulade s ich
sa vykonavaju v&as podla ich kritickosti.

DODAVATEL na poziadanie spristupni sthrnné spravy o
posudeni zranitelnosti a/alebo sa spristupnia penetracné
testy.

DODAVATEL  zabezpedi, aby sa odstranili
bezpe&nostné problémy nahlasené ZAKAZNIKOM v
primeranej lehote.

ZAKAZNIK si vyhradzuje pravo vykonat bezpe&nostné
posudenie s ciefom overit sulad s poziadavkami
stanovenymi v tomto dokumente. ZAKAZNIK je povinny
vopred informovat DODAVATELA a zabezpedit, aby sa
audit vykonal po€as beZnej pracovnej doby a s
minimalnym  naruSenim  &innosti DODAVATELA.
DODAVATEL je povinny na poZiadanie pisomne potvrdit
splnenie poZiadaviek uvedenych v tomto dokumente a
pisomne odpovedat na vSetky otazky, ktoré modze
ZAKAZNIK polozit DODAVATELOVI v suvislosti s jeho

bezpelnostné postupy v pisomnej forme.
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System Hardening

The SUPPLIER has configured and deployed their ICT
assets (e.g. databases, applications, operating systems,
network devices) using a secure baseline (hardening).
The secure baseline is based on best practices (e.g. CIS
standards) or equivalent. The hardening configurations
on the ICT assets are periodically reviewed and updated.

ICT Operations
Data Management

The SUPPLIER ensures that measures against data loss
and leakage are in place.
The SUPPLIER must not replicate CUSTOMER

production data or use it in non-production
environments. Any use of customer data in
nonproduction  environments  requires  explicit,

documented approval from the CUSTOMER.

Backup & Recovery

The SUPPLIER ensures that backup and data retention
concepts exist for each relevant platform/component
under the responsibility of the SUPPLIER. Backups,
retention periods and recovery tests are performed.
Backup concepts and recovery procedures are suitable
to ensure agreed availability levels.

Logging & monitoring

The SUPPLIER has adopted appropriate measures in
order to ensure accountability and traceability of
operations carried out. Logs must provide sufficient
details to assist in the identification of the source of an
(security) issue and enable a series of events to be
recreated. Logs must be provided to the CUSTOMER if
the CUSTOMER has justified reasons.

Logs must record access attempts, system and network
security event information, alerts, failures and errors.
Integrity of log files must be ensured. Access to log files
must be restricted.

Incident Management & Reporting

The SUPPLIER must have documented information
Security Incident procedures, enabling effective and
orderly management of Security Incidents. The
procedures must cover the reporting, analysis,
monitoring, resolution and documentation of Security
Incidents.

System Hardening

DODAVATEL nakonfiguroval a nasadil svoje IT zdroje
(napr. databazy, aplikacie, operacné systémy, sietové
zariadenia) na bezpe€nom zaklade (hardening).
Zakladné bezpec€nostné postupy vychadzaju =z
osvedCenych postupov (napr. noriem CIS) alebo
rovnocennych postupov. Konfiguracie prostriedkov IT sa
pravidelne kontroluji a aktualizuju.

Prevadzka IKT

Spréava udajov
DODAVATEL zabezpesi prijatie opatreni proti strate a
Uniku udajov.
DODAVATEL nesmie replikovat produkéné udaje
ZAKAZNIKA ani ich pouzivat v neprodukénych
prostrediach. Akékolvek pouzitie udajov zakaznika v
neprodukénych prostrediach si vyzaduje vyslovny,
zdokumentovany sthlas ZAKAZNIKA.

Zalohovanie a obnovenie

DODAVATEL zabezpeéi, aby existovali koncepcie
zalohovania a uchovavania udajov pre kazdu prislusnu
platformu/komponent, za ktoré zodpoveda
DODAVATEL. Vykonavaji sa  zélohy, doby
uchovavania a testy obnovy. Koncepcie zalohovania a
postupy obnovy su vhodné na zaru€enie dohodnutych
arovni dostupnosti.

Protokolovanie & monitorovanie

DODAVATEL prijal vhodné opatrenia na zabezped&enie
zodpovednosti a vysledovatelnosti  vykonanych
operécii. Protokoly musia obsahovat dostatok
informacii na identifikaciu pri€iny (bezpe&nostného)
problému a umoznit obnovu série udalosti. Protokoly
sa musia spristupnit ZAKAZNIKOVI, ak ma ZAKAZNIK
opravnené dévody.

Do protokolov sa musia zaznamenavat pokusy o
pristup, informacie o udalostiach zabezpecCenia
systému a siete, varovania, zlyhania a chyby. Musi byt
zaruc€ena integrita suborov dennika. Pristup k suborom
s logmi musi byt obmedzeny.

Riadenie incidentov & reporting

DODAVATEL musi mat zdokumentované postupy
tykajuce sa incidentov informacénej bezpec&nosti, ktoré
umoznuju uc¢inné a spravne rieSenie bezpelnostnych
incidentov. Postupy zahffiaju hlasenie, analyzu,
monitorovanie, rieSenie a dokumentaciu
bezpelnostnych incidentov.
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SUPPLIER notifies CUSTOMER without undue delay
after becoming aware of an Incident which is directly or
indirectly in connection with CUSTOMER related
Services and Data and provide reasonable information
in its possession to assist CUSTOMER to meet
CUSTOMER'’S obligations. SUPPLIER provides such
information in phases as it becomes available.

After verification of a security incident in connection with
CUSTOMER related Services or Data, the SUPPLIER
shall:

i. provide written notification to the CUSTOMER’s
Business Units and additionally to contacts defined in
the contract and in time-critical cases or imminent
danger also call R-IT’s Help-Desk without undue delay.

ii. the notification shall include at least following details,
if initially not all information is available, the SUPPLIER
should provide details or imminent danger as soon as
they are known in a staged reporting:

. Contact information of
SUPPLIER incident responsible

. What occurred

. How occurred

. Why occurred

. Components / assets affected

. CUSTOMER services / data affected

. Date and time the incident occurred

. Date and time the incident was discovered

Business impact / effect for CUSTOMER services /
data

. Incident resolution
. Action taken to resolve incident
. Action planned to resolve incident

ii. use all reasonable efforts to avoid and detect such
incidents;

iv. continuously inform the CUSTOMER of the measures
the SUPPLIER is taking or intends to take; v. obtain the
CUSTOMER’s prior written approval pursuant to
Applicable Law in connection with any notification or
public information with respect to such breach, and vi.
coordinate any further activities with the CUSTOMER.
vii. this reporting obligation also applies to
subcontractors

Physical Security
Physical Access

The SUPPLIER has categorized its premises into
different protection zones, reflecting certain security
measures and access rights according to the relevant
security needs.

DODAVATEL je povinny bezodkladne informovat
ZAKAZNIKA, ked sa dozvie o akomkolvek incidente,
ktory priamo alebo nepriamo suvisi so sluzbami a
tdajmi ZAKAZNIKA, a poskytnut vsetky dostupné
informacie, aby pomohol ZAKAZNIKOVI pri pineni jeho
povinnosti. DODAVATEL poskytne tieto informéacie
postupne, ako budu k dispozicii.

Po preskumani bezpefnostného incidentu, ktory sa
tyka sluzieb alebo udajov ZAKAZNIKA, DODAVATEL:

i. pisomne informovat obchodné jednotky ZAKAZNIKA
a dodato€ne kontakty definované v zmluve a v ¢asovo
kritickych pripadoch alebo pri hroziacom
nebezpelenstve bez zbytocného odkladu zavolat aj
Help-Desk R-IT.

ii. Oznamenie musi obsahovat aspori tieto informacie, ak
nie su vsetky informacie spociatku k dispozicii,
DODAVATEL by mal poskytnut podrobnosti alebo
oznamit bezprostredné nebezpecenstvo hned, ako sa o
nich dozvie v ramci postupného hlasenia:
» Kontaktné Gdaje osoby
DODAVATELA, ktory je zodpovedny za incident.
+ Cosa stalo?
* Ako sato stalo?
* Preco sa to stalo?
*  Ovplyvnené komponenty/zariadenia
*  Ovplyvnené sluzby/udaje KLIENTA
+ Datum a ¢as vzniku incidentu
* Datum a €as zistenia incidentu
Vplyv na podnikanie / vplyv na sluzby/udaje
ZAKAZNIKOV
* RieSenie incidentu
*  Opatrenia prijaté na vyrieSenie incidentu
» Planované opatrenia na vyrieSenie incidentu

iii. Vyvinut vSetko primerané Usilie na prevenciu a
odhalenie takychto incidentov;

iv. informovat ZAKAZNIKA o opatreniach,
DODAVATEL prijal alebo planuje prijat;

v.ziskat' predchadzajuci pisomny sthlas ZAKAZNIKA v
stlade s platnymi pravnymi predpismi v s(vislosti s
akymkolvek oznamenim alebo zverejnenim informacii
tykajucich sa takéhoto poruSenia; a vi. koordinovat

ktoré

vetky dalSie cinnosti s ZAKAZNIKOM. vii. tato
oznamovacia povinnost sa vztahuje aj na
subdodavatelov.

Fyzicka bezpeénost’

Fyzicky pristup

DODAVATEL rozdelil svoje priestory do réznych

ochrannych zdén, ktoré odrazaju Specifické bezpecnostné
opatrenia a pristupové prava podla prisluSnych
bezpe&nostnych poziadaviek.
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Access to IT systems such as servers is further restricted Pristup k IT systémom, ako su servery, je dalej
with special protection zones for authorized personnel obmedzeny Specialnymi ochrannymi zénami, do ktorych

only.

maju pristup len opravneni pracovnici.

Only secure data center facilities must be used to store Na ukladanie Udajov ZAKAZNIKA sa méZu pouzivat len

CUSTOMER data.

Business Continuity Management
BCM

The SUPPLIER has up to date and maintained Disaster
Recovery Plans and Business Continuity Plans in
place. The Disaster Recovery Plans and Business
Continuity Plans must be designed to prevent negativ
impacts by unplanned disruptions to maximum possible
extend and to ensure, that the SUPPLIER can continue
to function through operational interruption and
continue to provide Services as specified in its
agreement with the CUSTOMER. The SUPPLIER will
provide the CUSTOMER written summaries of its
Disaster Recovery Plans and Business Continuity
Plans upon request.

The SUPPLIER performs at least annual, adequate
tests of their own Business Continuity Plans and
Disaster Recovery Plans. Service relevant test results
must be provided to the CUSTOMER on demand or at
least if the tests have been carried out.

The SUPPLIER has ensured the scope of the Business
Continuity Plans and Disaster Recovery Plans
encompasses all locations, personnel and information
systems used to perform or provide services for the
CUSTOMER.

bezpetné datové centra.

Business Continuity Management
BCM

DODAVATEL ma aktualizované a udrziavané plany
obnovy po havérii a plany kontinuity Cinnosti. Plany
obnovy po havarii a plany kontinuity ¢innosti musia byt
navrhnuté tak, aby v maximalnej moznej miere zabranili
negativnym vplyvom neplanovanych preruseni a aby
zabezpetili, 26 DODAVATEL méze pokradovat vo
svojej ¢innosti aj po prerudeni prevadzky a nadalej
poskytovat Sluzby, ako je uvedené v jeho zmluve so
ZAKAZNIKOM. DODAVATEL poskytne ZAKAZNIKOVI
na poziadanie pisomné zhrnutia svojich planov obnovy
po havarii a planov kontinuity ¢innosti.

DODAVATEL vykona aspof raz roéne primerané testy
svojich vlastnych planov kontinuity prevadzky a obnovy
po havarii. Vysledky testov relevantnych pre servis sa
ZAKAZNIKOVI spristupnia na poziadanie, minimalne
vSak po vykonani testov.

DODAVATEL zabezpegil, aby rozsah planov kontinuity
Cinnosti a planov obnovy po havarii zahffial vSetky
miesta, personal a informacné systémy pouzivané na
vykonavanie alebo poskytovanie sluzieb pre
ZAKAZNIKA.
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